BSA Frequently Asked Questions
E-Filing Multi-Factor Authentication Login

As part of the U.S. Treasury's efforts to meet government-wide cybersecurity mandates, FInCEN will implement a
multi-factor authentication (MFA) access solution using LOGIN.GOV for the BSA E-Filing System on April 30, 2024.
Once implemented, all registered users will be prompted to sign in or create an account with LOGIN.GOV before
accessing their BSA E-Filing System account. Please see the following frequently asked questions for more
information:

1. What is multi-factor authentication and why is it important?

Multi-factor authentication (MFA) is an electronic security method that requires the user to provide two or more
forms of identification to verify their identity to gain access to a device or an application like the BSA E-Filing
System. MFA is a core component of a strong identity and access management (IAM) policy and is mandated by
Executive Order (EO) 14028 as part of the Federal zero trust architecture (ZTA) strategy
(https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf). Enforcing the use of MFA decreases
the likelihood of a successful cyber-attack.

2. Do | need to create a new account in BSA E-Filing?

No, you do not need to create a new BSA E-Filing account. You may continue to use your existing BSA E-Filing
account if the email address (which should be your work email address) you use with your LOGIN.GOV account is
the same email address associated with your BSA E-Filing account.

NOTE: If you have an existing LOGIN.GOV account but the associated email address is not the same email address
as your BSA E-Filing account, you can add the email address you use for BSA E-Filing to your LOGIN.GOV account:
Go directly to LOGIN.GOV and sign into your account > Your account > Email preferences > Add new email). Please
remember to use the same email address associated with your BSA E-Filing account when logging into LOGIN.GOV.

3. How do | create a LOGIN.GOV account?

Before you begin, you will need to provide the following information: Work email address, Secure password, and
one or more authentication methods (e.g., Face or touch unlock, text/voice message, etc.). Once you have the
information available, go to LOGIN.GOV > Create an account and follow the prompts to create your LOGIN.GOV
account.

REMINDER: Be sure to use the same email address associated with your BSA E-Filing account when
creating/updating your LOGIN.GOV account.

4. Can | use my existing LOGIN.GOV account?

If you already have a LOGIN.GOV account, you may use it when signing into BSA E-Filing if it's the same email
address as your BSA E-Filing account. See the NOTE for #2 above regarding your email preferences associated with
your LOGIN.GOV account.




5. How do I sign into BSA E-Filing with my LOGIN.GOV account?

1) From the BSA E-Filing home page, select Login > Agree and Continue.

2) From the BSA E-Filing sign in page, select Sign in or Create an Account with LOGIN.GOV > LOGIN.GOV.
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3) From the LOGIN.GOV: sign in for existing user’s page:

a. If you do not have a LOGIN.GOV account, select Create an account and following the prompts to
create your LOGIN.GOV account; otherwise, skip this step.
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b. If you already have a LOGIN.GOV account enter your Email address and Password > Sign in.
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NOTE: If you aren’t sure if you have a LOGIN.GOV account, select Forgot your password to verify.

4) After successfully authenticating with your LOGIN.GOV account, you will be redirected to BSA E-Filing
and logged in. NOTE: If you have more than one BSA E-Filing account associated with your email address,
you will first be presented with the BSA E-Filing Select your account page, and then logged in once you
make a selection.

6. Who do | contact if | have questions?

Questions about BSA E-Filing should be directed to the BSA E-Filing Help Desk (bsaefiling.fincen.treas.gov >
Contact Us). Question about LOGIN.GOV, including creating a LOGIN.GOV account and logging into LOGIN.GOV,
should be directed to the LOGIN.GOV Help Center (LOGIN.GOV > Help center).
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